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Introduction

In organization enterprise security assessment is a vital approach for securing the organization from internal and external threats. Security assessment in an organization is an essential tool for managing risks. Some of the sensitive areas of the security assessment are the IT departments even though other areas are equally important. Therefore, IT security assessment has been seen as responsibilities of IT or the network staff because they have the best understanding of the components of the control infrastructure. As a result, security assessment is typically performed within the IT department with little or no involvement of other departments (Bulgurcu et al., 2010). This paper, therefore, assesses the security of ABZ Company. ABZ is a business enterprise which specializes in the production of motor vehicle spare parts and distributes to various market across the globe through its extensive distribution strategies. The enterprise also offers security devices such as trackers and CCTV cameras. As such, there are many business processes taking place within leading to the generation of large data. This data and processes need to be secured for the efficient running of the operations.  Therefore, this paper involves conducting the security assessment of ABZ Company.

The Rationale for Security Assessment
The business conducts a security assessment for various reason, for example, to adopt a proactive and repetitive approach for addressing the information security issues concerning the business. The purpose for conducting security assessment at ABZ is to determine the risk exposed to, the compliance to regulatory requirements whose primary objective is to protect the sensitive organization as well as personal data and general public security requirements (Bulgurcu et al., 2010). The goals are to create expectations for all other companies to devote their time and attention to the security of the information security and associated risks. This assessment will use various tools to identify and quantify the risks facing ABZ information assets. Results obtained would be relevant in that it will help determine the best strategies to mitigate the risks as well as preserving the organization goals, business mission, and ensuring operations continuity.

The Objective
Productivity. The aim for conducting a risk assessment or rather security assessment in the ABZ Company is to improve the productivity of IT operations, security as well as audit. The assessment would enable ABZ to take necessary steps to formalize the review, creating the review structure, collecting the security knowledge within the system as well as the implementation of the system self-analysis features for risks assessment which would increase the productivity since the system downtime would be minimized.

To break barriers; for the assessment to be practical, it should be addressed by ABZ management and IT staff (Whitman & Mattord, 2013). The management team will be fundamental in making decisions which relate to the necessary level of security for the company (Spears & Barki, 2010). On the other hand, ABZ will be responsible for making decisions which relate to the implementation of the particular security requirements for systems applications as well as data and control measures.

Achieve seamless communication; when information is obtained from different departments within the organization, the individuals get to make decisions which are in correlation to the set-out security laws of the company (Whitman & Mattord, 2013). It also makes it easy to use the security risk assessment systems without the needs for security knowledge as well as IT expertise. As such, the managers will be able to take ownership of the ABZ security systems, the applications as well as data controllers. Also, the security will become a more significant part of the organization culture

Security Assessment Methodology
The security assessment for ABZ will comprise the heart of information security framework used in the company. The processes which establish the rules and guidelines of company security policy are assessed (Whitman & Mattord, 2013). The assessment is done on each part of the technological infrastructure to help determine their risks profile. Once the assessment is done on each part, the cost and time required to effectively and efficiently implement the recommended changes are determined to help achieve the most appropriate and effective overall security policies (Spears & Barki, 2010). This assessment process will be involved and therefore takes into account secondary and other effects of actions. The processes of assessing the entire organization are set and described as follows:

Assessment Process
· The security requirement and objectives are stipulated

· The company system or the network infrastructure like the diagrams which shows ways are which company assets are configured and interconnected were used.

· All information available to the public or that which can be accessed through the web site is analyzed and regulated to make it suitable or valid for use by members of the public.

· All the physical assets such as the hardware, the ones in the data center, the communication components and networks as well as other peripherals such as Laptops, PDAs, and desktops were assessed.

· All the operating systems within the company were assessed, for example, all personal computers, the servers in the operating systems and the network management systems.

Data repositories and database management systems, including files and listing of all the applications used in the organization, was done. Also, the company network details, including supported protocols as well as the network services offered, were determined and configured. After the assessment, it was determined that ABZ information system faces some challenges, which resulted in the exposure of the data and information to authorized people within and outside the organization (Spears & Barki, 2010). It was also determined that lots of items were either lost in the company through interference with enterprise resource planning and inventory control systems. Also, the distribution system of ABZ was not secure adequate and needed proper management to avoid the lost when in transit.  However, to institutes the necessary measures which would respond to identified risk, the assessment team recommended conducting the impact assessment (Whitman & Mattord, 2013). This is important to determine the level of damage or loss which ABZ can experience.

Impact Assessment
In any security assessment, after the identification of risk and vulnerabilities, it also essential to do the impact analysis or what is regarded as the impact analysis or even the consequence assessment. The objective here is to determine the level of overall harm, which would occur in case the system intruders exploit the security vulnerabilities existing in the system. For the case of ABZ, the assessment team uses some quantifiable elements of impacts such as the revenue, profits, service level, and cost as well as reputation and regulation (Whitman & Mattord, 2013).  The team established that system hacking would compromise the data for customers as well as for other stakeholders. The exposure would make clients lose the trust they had with ABZ, and this has a significant impact on the customer’s market share. Also, it was established that ABZ would incur huge expenses due to too many legal sues which would follow. Most of the clients would sue ABZ for a security breach. Destroying the company reputation have other impacts in that customers would shift their loyalties to other competitors; hence, ABZ sales would decrease, the revenue collected would decrease, and the overall profits will decrease. Similarly, it was identified that, if hackers have access to the company financial systems, they can divert payments to other private accounts, redirect creditors to pay to private accounts as well as clearing debts to some debtors. This would compromise the integrity of the system, and it can result in huge losses if necessary actions are not taken (Whitman & Mattord, 2013).

The ripple effect is that when the reputation is destroyed, it destroys every other aspect of the business. For example, the shareholders will lack the trust with ABZ; the suppliers will withdraw, customers and other stakeholders would withdraw. The service level of ABZ will decline considerably, and it may not be able to get the previous number of clients. After impact analysis, the team established needs to come up with the urgent, short term and long term security solutions which would enable the company to secure the system (Bulgurcu et al., 2010). Avoid the system downtime and ensure seamless and undisturbed operations. Some of the recommended measures included securing of the network systems, use of authentication and authorization measures, implementation of detection systems, compliance with the government laws as well as regulations all about the minimum security controls and requirements. Also, the team established the need to implement proper documentation, adherence to the company’s informal policies as well as procedures and guidelines.

Recommended Security Measures
ABZ security assessment team recommended some security measures which would help in securing the enterprise. The recommended measures are discussed as follow:

Authorization and authentication 

It was established that people easily accessed internal systems without permission and from the various department (Whitman & Mattord, 2013). The team recommended that the control room should allow only authorized person. It established you need to use identification credentials which would enable verification before access is granted. This is necessary security measures ignored in the company, yet their implementation would have a tremendous impact as far as the security of ABZ system is concerned.

Implantation of detection systems

Assessment team observed that most of the intrusion was happening without notice of the management. The reason is that the same people initiated them. Therefore, installation of the detection system would be necessary for identifying the virus; the malware and signals will be promptly sent to the IT security team in the control room. Also, the team proposed a review of the government regulations compliance to determine which aspects have to be adhered to (Spears & Barki, 2010). Doing so will be essential in that the company reputation can also be built on the laws and rules compliance. 

Conclusion

Establishing an organization information framework is fundamental in that it allows or instead provide a roadmap for implementing, evaluating as well as improving the security system of an enterprise. For ABZ, the recommended approaches towards securing its system us fundamental. With such measures, all the vulnerability areas are mended, and enterprise security is enhanced.
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